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whoami

● VP, Threat Intelligence at HUMAN Security
● Malware analyst/reverse engineer
● Author of “Dissecting the Dark Web: Reverse 

Engineering the Tools of the Underground 
Economy” (No Starch Press)

● Budgie mom
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Overview

What IS the “dark web”?

What happens on it?

Why do we care?

What do we do about it?



|   4SATORI INVESTIGATION© HUMAN Security, Inc.

Overview

Open web: indexed by search engines, the “normal internet”

Deep web: not indexed, not inherently malicious - think password-protected 
sites, those behind paywalls

Dark web: collection of forums and marketplaces selling explicitly malicious, 
illegal or questionable goods and services

Reach using a “normal” browser
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illegal or questionable goods and services

Reach using Tor
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What’s Tor?

● The “Onion Router” routes traffic through a series of nodes using layered 
encryption - each node removes one layer

● No single point knows both where traffic originates from and its destination
● Enables anonymity on the internet



|   7SATORI INVESTIGATION© HUMAN Security, Inc.

What the Dark Web Is

Collection of forums and marketplaces selling explicitly malicious, illegal or 
questionable goods and services such as…

● Credentials and malware logs
● Malware and malicious tools
● Forums for discussion on malicious things
● Services and non-KYC infrastructure hosting

More on these specifics later, but first…
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What the Dark Web Is Not

● The place to go for “hitmen”
● Full of “hackers for hire” ready to write a Visual 

Basic GUI for you to trace your frenemy’s internet 
browsing activity for $20

● Dark Web === CSAM
● Bigger than the open web
● Where sophisticated criminals openly plan attacks 

against companies
○ Usually TOX/private channels
○ Researchers/LE are watching
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Why Don’t They Just Take Down the Dark Web?

Well, you can’t

● International law enforcement task forces have taken 
down several forums and marketplaces - these are 
complex and challenging operations

● Some pop back up, sooner or later, or rebrand - they 
won’t just go away

Remember: Criminals will find a way to keep making money
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The Who, The What and The Why
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What Does the Dark Web “Look” Like?
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The People

● Financially-motivated cybercriminals
○ Operators: individuals/groups selling product/service
○ Affiliates: clients purchasing product/service
○ Software developers, hackers, forum admins, etc

● Reputation is key!
○ Vouches
○ Putting money on the line
○ Participation/establishing expertise
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Reputation

User paid to get into 
this forum

How much in Bitcoin 
they put down/is left in 
their account

When they joined 20
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The Products

Purchase access to almost anything you need to conduct a cyber attack

● Initial access - credentials/accounts, phishing kits, stealers
● Data dumps (contain a wide variety of info)
● Malicious tools
● Ransomware
● Services - tutorials, bulletproof hosting
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Credentials/Malware Logs
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Malicious Tools: Checkers 
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Malicious Tools: AIO toolkits
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Services
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“Partnership”
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Where Are the Ransomware Advertisements?
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Piecing Together the Tools for a Cyber Attack
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Example: Drop Ransomware

Step 1: Buy Access
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Example: Drop Ransomware

Step 2: Gain remote code execution
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Example: Drop Ransomware

Step 3: Find systems/data of interest
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Example: Drop Ransomware

Step 4: Escalate Privileges
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Example: Drop Ransomware

Step 5: Exfiltrate data

Excerpt from leaked pentesting guide by Conti affiliate
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Example: Drop Ransomware

Step 6: Drop the ransomware
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So… what exactly is it that you do here?
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What Do -I- Do on the Dark Web?

The dark web is a valuable source of open source intelligence (OSINT) for threat 
intelligence teams, researchers and organizations

● Who might be a target?
● How might they be targeted?
● How large is the scope of the threat?
● What other insights can I glean?
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What Do -I- Do on the Dark Web?

The dark web is a valuable source of open source intelligence (OSINT) for threat 
intelligence teams, researchers and organizations

● Who might be a target?
● How might they be targeted?
● How large is the scope of the threat?
● What other insights can I glean?

Threat intelligence MUST be actionable to be useful - you MUST understand 
your end goal to know what to look for
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What Do -I- Do on the Dark Web?

What this means for my job:

● Are threat actors targeting clients or our products?
● How are they doing it?

○ AIO/Bot Tools?
○ Bypass techniques?
○ CAPTCHA solvers?

● How much demand is there?
○ How many accounts? What kinds?
○ What are actors asking to buy/offering to sell?

● How do we compare to competitors?
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What Do -I- Do on the Dark Web?

This means….

● Prioritize collection for ATO, scalping, scraping, fake account creation, etc
○ Any new tools? Do we detect them?
○ Rise in chatter around WTB or WTS tools?

● Use collected intel to drive product improvements
○ Adjust detections if needed
○ Understand bypass/solver and provide remediation guidance
○ Identify blind spots in threat actor activity - what’s next?
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Application to Healthcare Companies
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What Threats Affect Healthcare Companies?

● First, consider what cybercriminals are after
○ Accounts have very valuable data
○ Credential resale would be lucrative
○ Healthcare orgs need to remain operational - downtime is 

not tolerable

● Should prioritize (among other things)
○ Account takeover (ATO)
○ Credential theft/reuse/sales
○ Potentially ransomware/data theft/extortion operations
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Account Takeover/Credential Acquisition

● Attack in which threat actor gains access to 
legitimate user account and uses it for the 
purpose of conducting fraud

● Actors acquire accounts from:
○ Credential leaks on the dark web
○ Malware logs exfiltrated by stealer malware
○ Phishing campaigns/emails
○ Potentially, gaining access to a network
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Mitigation

● Threat actors will continue to steal and sell 
credentials because it is lucrative

● VERY hard to stop (almost impossible)
● Focus effort on what happens after

○ Account takeover/abuse
○ Additional fraud or attacks
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Why Do You Care?

● Healthcare organizations are 
appetizing targets
○ PII/PHI
○ Willingness/ability/need to pay
○ Extortion can have very serious 

consequences

● Not just your org - third party risk is real
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Why Do We ALL Care?

Keeping the internet safe benefits everyone
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What Can We Do?

● Apply security best practices
○ Account permissions, prune as people leave
○ Update/patch systems where possible
○ Require use of strong passwords
○ Enable logging
○ And more!

● Proactive defense (to any degree!)
● Understand how the landscape is changing
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Questions?

lindsay.kaye@humansecurity.com
https://www.linkedin.com/in/lindsaymkaye/
@TheQueenOfELF


