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Most EDR solutions, while valuable
for responding to threats, leave
blind spots that attackers often
exploit in the network.
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The Medical OT Attack Surface
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Cybersecurity Priorities

Other Industries: CIA

Confidentiality -----
Integrity -----:

Availability ----;

LUMU

Healthcare: AIC

Availability

Integrity

Confidentiality



Consequences of EDR Evasion
& Medical OT Infection

1. Suspension of Services
2. Ransomware

3. Patient Data Exfiltration
4. Initial Access

5. Malicious Access to Medical Devices
6. Lack of Visibility
7. Lateral Movement
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What Happens When The EDR is Bypassed?

Blind spots persist XPR Mbx

in XDR and MDR :-Q@
since they depend on / m
visibility provided by EDRs, ! ’
they are equally susceptible
to evasion.

EDR



Defense Bypass: The Overlooked Flaw
Undermining Cyber Defenses

Applications )
I Monitoring Technique Bypassed?
Kernel Callbacks Yes
User-Mode :
User Drivers «— Windows API E
Mode ETW Kernel Yes
A A D
R ETW Userland Yes
Kernel l v l
Mode ¥ Exported Driver AMS| Yes
Support Routines
Other Kernel- File System Svstem v
Mode Drivers Operating Drivers yste €s
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System Kernel

| |

Monitoring at this level gives you
Hardware Abstraction Layer the full truth about the network

!

Hardware Interface
Card

Network

Attack In | Phishing, Malware Dropper, Etc
Attack Out | Lateral movement, C&C, Exfiltration, Etc

A

v




Fragmented Defenses, Fragmented Visibility
Attackers Leverage Blindspots to Bypass Existing Solutions

Cloud

Controls
(SASE Security
CASB)

Identity

Controls
(IAM, MFA, SSO)

Endpoint Perimeter

Controls Controls
(EDR, AV) (Firewall, IDS)




The Security

Persistent Adversaries
Adaptive Defenses

Strategic Foresight
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WwWindows EDR Evasion:

Hooking Evasion

Malware unhooks APIs or loads clean versions of
system DLLs (e.g., ntdll.dll) to bypass EDR's inline API
hooks and monitoring routines.

Direct & Indirect Syscalls

Instead of standard API calls, advanced malware
Issues direct syscalls or jumps into legit memory
locations to mask behavior and avoid detection.

AMSI| & ETW Bypasses

By patching functions like AmsiScanBuffer and
EtwEventWrite at runtime, malware disables script
scanning and event tracing for stealth execution.
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Process Injection &

Classic Injection Methods

Attackers load signed but vulnerable drivers to
gain kernel access and disable security controls
undetected, e.g., with tools like AuK:ill.

Advanced Techniques

Innovations like thread pool injection (e.g.,
Pool Party) avoid typical detection paths
and leverage trusted system mechanics.

Staying In Memory

To remain stealthy, malware avoids disk
access, uses sleep masks, encrypts memory,
and periodically bounces memory regions.
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Kernel-Level & Driver-
Based Evasion

e BYOVD Attacks

Techniques like process hollowing,
doppelganging, and reflective DLL loading allow

malware to blend into legitimate processes.
e Callback Tampering

Kernel-mode rootkits remove or patch monitoring
callbacks like PsSetCreateProcessNotifyRoutine to
blind EDR systems to events.

e EDR Self-Defense Limits

Even hardened EDR solutions can be bypassed
If attackers disable protections from the kernel
level using privilege escalation or exploits.
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Linux and macOS

Linux: Rootkits & LD_PRELOAD

Attackers use shared libraries like Symbiote and
rootkits to inject into and hide within legitimate
Linux processes.

macOS: Reflective Injection

macOS malware uses Objective-C swizzling,
AppleScript abuse, and Mach-O reflection to
Inject code without disk traces.

Living Off the Land

Both platforms see attackers misuse built-in
tools—bash, cron, AppleScript—for stealthy
operations that bypass EDR.
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Top EDR Bypass Tools
& Techniques

o AuUKIll & AvNeutralizer: Kernel EDR killers

e Living-off-the-Land (LOLBINS)




Insiders & Blind Spots

Insiders can exploit trust and
bypass technical controls

EDRs focus on external
Mmalware and anomalies, not
policy violations

Real-World Examples include
AT&T unlocking scandal and
bank fraud using check
cashing overrides




Key Lessons for
Defenders

e Assume Breach Mentality
e Layered Defense is Essential

e Monitor Beyond Alerts



How will you enhance

EDR evasion is not just theoretical, it's happening
daily. Prepare your teams, strengthen your tools,
and assume breach. Stay proactive.
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