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ÅNational Security Memorandum 22- Updates PPD 21 (below) to require enhanced coordination between 
sector risk management agencies and their industry sector partners for assessing and managing critical 
sector risk.

ÅE.O. 14028-LƳǇǊƻǾƛƴƎ ǘƘŜ bŀǘƛƻƴΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ - 2021

ÅP.L. 116-321 HITECH Act Amendment- Directs HHS Office for Civil Rights when enforcing a HIPAA breach to 
consider whether the victim entity has implemented the HHS-HSCC Health Industry Cybersecurity Practices 
(HICP), NIST Cybersecurity Framework, or other recognized cybersecurity practices as a potential basis for 
mitigating fines or favorably terminating an audit. - 2021

Åbŀǘƛƻƴŀƭ 5ŜŦŜƴǎŜ !ǳǘƘƻǊƛȊŀǘƛƻƴ !ŎǘΣ C¸ Ψнм ό§9002, p. 1382)- Specifying partnership responsibilities of Sector 
Risk Management Agencies - 2020 

ÅE.O. 13800Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure ς2017ς
Transparency of critical sector threats (reporting), Electric sector, Botnets

Å§405(d) Cybersecurity Act 2015 - Established a program under HHS to work with the health sector to 
develop cybersecurity best practices  and guidelines - 2015

ÅE.O. 13691ςPromoting Private Sector Cybersecurity Information Sharing ς2015 ; Encouraging 
establishment of ISAOs

ÅE.O. 13636(PPD-21) - Improving Critical Infrastructure Cybersecurity(resulted in the NIST Cybersecurity 
Framework)- 2013

ÅFoundational Presidential Executive Orders on Critical Infrastructure Protection and the public-private 
partnership (PDD-63 - 1998, and HSPD-7 - 2003) 

Critical Infrastructure Protection
Policy Foundation 

https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-memorandum-on-critical-infrastructure-security-and-resilience/
https://www.federalregister.gov/d/2021-10460
https://www.congress.gov/116/plaws/publ321/PLAW-116publ321.pdf
https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf
https://405d.hhs.gov/Documents/405d-hospital-resiliency-analysis.pdf
https://obamawhitehouse.archives.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari
https://obamawhitehouse.archives.gov/issues/foreign-policy/cybersecurity/eo-13636
https://irp.fas.org/offdocs/pdd/pdd-63.htm
https://www.cisa.gov/homeland-security-presidential-directive-7
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ÅThe cross-sector industry coordinating body representing one of 16 critical 
infrastructure sectors recognized under national policy

ÅA trust-community partnership convening health providers, companies, non-
profits and industry associations across six subsectors

Å{ŜǊǾŜǎ ŀǎ ŀ ǎǇŜŎƛŀƭ ά/ǊƛǘƛŎŀƭ LƴŦǊŀǎǘǊǳŎǘǳǊŜ tŀǊǘƴŜǊǎƘƛǇ !ŘǾƛǎƻǊȅ /ƻǳƴŎƛƭέ ǘƻ ǘƘŜ 
government, exempt from normal public notification and participation 
requirements of the Federal Advisory Committee Act, given sensitive homeland 
security deliberations

ÅMission: to identify cyber and physical risks to the security and resiliency of 
the sector, develop guidance for mitigating those risks, and work with 
government to facilitate threat preparedness and incident response

ÅFocused on longer-term critical infrastructure policy and strategy, 
complementing the operational activities of the Health Information Sharing and 
Analysis Center

Healthcare and Public Health

 Sector Coordinating Council



The Health Sector -  

An Interconnected Ecosystem



Health Sector Coordinating Council

Joint Cybersecurity Working Group



ÅIndustry advisory council that identifies and develops strategic, 
cross-sector solutions to cybersecurity threats and vulnerabilities 
affecting the security and resiliency of the healthcare sector

ÅOutcome-oriented task groups develop best practices; Full JCWG 
membership meets twice a year in-person around the country

ÅWorks closely on joint initiatives with: 
ÅHHS Administration for Strategic Preparedness and Response

ÅFood and Drug Administration

ÅOther HHS Operating Divisions and DHS CISA

HSCC Joint Cybersecurity 
Working Group (JCWG)

Mission



ÅLargest standing Working Group under the HSCC umbrella

Å454 private sector organizations, including:

Å 390 owner-operators

Å Includes 53 industry associations and professional societies

Å 64 non-voting advisor companies

Å 21 government organizations, including 11 federal, 4 state, 2 city, 2 
county and 2 Canadian

Å Total representing personnel: 1036

HSCC Joint Cybersecurity 
Working Group (CWG)

Membership



HSCC JCWG Member 

Distribution by Subsector

ÅDirect Patient Care: 42.76%

ÅHealth Information Technology: 6.46%

ÅHealth Plans and Payers: 5.12%

ÅMass fatality and Management Services: 0

ÅMedical Materials: 9.13%

ÅLaboratories, Blood, Pharmaceuticals: 5.79%

ÅPublic Health: 4.68%

ÅCross-sector: 7.57%

ÅGovernment (Fed, State, County, Local): 4.45%

ÅAdvisors:  14.03%



Membership Eligibility 

and Expectations

±ƻǘƛƴƎ άhǿƴŜǊ-hǇŜǊŀǘƻǊέ aŜƳōŜǊǎ
Å Covered Entities and Business Associates involved in direct patient care subject to HIPAA
Å Health plans and payers
Å Medical materials, technology, and distribution subject to FDA regulation
Å Pharmaceuticals, laboratories, blood entities subject to FDA regulation
Å Health Information Technology owners, operators and manufacturers subject to interoperability rules
Å Mass fatality management services
Å Trade groups and professional societies representing any of the above
Å Government (state, local, tribal, territorial, and federal)
Voting Members elect the CWG Executive Committee (which elects Chair and Vice Chair) and vote as requested on 
approval of publications and any other CWG decisions and positions

Non-Voting Advisor Members
Å Entities that are not regulated owner-operators of the healthcare system but that have healthcare, cybersecurity and/or 

healthcare cybersecurity-specific expertise as consultants, law firms, security companies
Å Advisor organization membership is capped at 15% of the Voting Membership
Å !ŘǾƛǎƻǊǎ ŀǊŜ ŀǎƪŜŘ ǘƻ Ƨƻƛƴ ŀǘ ƭŜŀǎǘ ƻƴŜ ǘŀǎƪ ƎǊƻǳǇ ŀƴŘ ǇŀǊǘƛŎƛǇŀǘŜ ƛƴ ŀǘ ƭŜŀǎǘ рл҈ ƻŦ ǘƘŜ ǘŀǎƪ ƎǊƻǳǇΩǎ ƳŜŜǘƛƴƎǎ
Å Advisors are asked not to engage in any business development/sales activities while participating in HSCC business
Å HSCC publications and communications cannot favor any vendor, technology or member relative to any other
Advisors neither vote nor hold CWG leadership positions, and join by invitation of leadership, subject to annual review.



Leadership



Cybersecurity Working Group 
2024 Industry Executive Committee

HEALTH IT: Jennifer Stoll, 
Chief of External Affairs, 
OCHIN, Inc.

CHAIR: Erik Decker, VP, 
CISO, Intermountain 
Healthcare 

CROSS SECTOR:
 Bobby Rao, Global 
CISO, Esper Group

AT-LARGE: Sanjeev Sah, SVP 
Enterprise Technology 
Services & CISO, 
Novant Health

VICE CHAIR:  Chris 
Tyberg, CISO, Abbott

DIRECT PATIENT CARE: 
Julian Goldman, MD, 
Medical Director, 
Biomedical Engineering 
Mass General Brigham

DIRECT PATIENT CARE:
Samantha Jacques,
 VP Corporate Clinical 
Engineering, McLaren 
Healthcare

PLANS-PAYER: 
Adrian M. Mayers, Dr.BA, 
VP & CISO, Premera Blue 
Cross

MEDICAL TECHNOLOGY: 
Chris Reed, Sr. Director of 
Cybersecurity Policy, Global 
RegulatoryAffairs, Medtronic

PHARMA-LAB-BLOOD: 
Janet Scott, VP, Business 
Technology Risk 
Management and CISO, 
Organon

PUBLIC HEALTH: Leanne Field, 
PhD, M.S., Clinical Professor 
& Founding Director, Public 
Health Program, The 
University of Texas at Austin

HEALTH-ISAC OPERATIONAL 
LIAISON (non-voting): Denise 
Anderson, President and CEO, 
Health-ISAC



Brian Mazanec
Deputy Assistant Secretary and Deputy Director

Center for Preparedness
Administration for Strategic Preparedness and Response

Suzanne Schwartz
Director 

Office of Strategic Partnerships & Technology Innovation
Center for Devices and Radiological Health

U.S. Food and Drug Administration

JCWG Government Co-Chairs



Sector Goals



ÅOrganize and Implement Five-Year Cybersecurity Strategic Plan

ÅComplete Sector Mapping, Risk Assessment and Management Plan

ÅRecruit and Mobilize C-Suite leadership councils to accelerate 
sector-wide progress

ÅContinue development and promulgation of cybersecurity leading 
practices and policy recommendations

2025 Priorities Under Consideration
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Five-Year 
Health Industry 
Cybersecurity 
Strategic Plan 

(HIC-SP) 
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Health Industry Trends 2024-29

Seven business, technology, clinical, and policy trends will characterize the evolution of the 
health sector over the next five years and beyond.

Trend 1:  Methods of care delivery will continue to shift and evolve

Trend 2:  Adoption of emerging and disruptive technologies will accelerate

Trend 3:  The business of healthcare will continue to change and adapt

Trend 4:  Acute Financial Distress will not abate

Trend 5:  Workforce recruitment and talent management will face  
   competitive supply and demand pressures

Trend 6:  Government will be challenged to develop balanced policy that  
   achieves objectives in complex health systems

Trend 7:  Global instability, climate change and downstream effects will 
   increase pressure on the healthcare supply chain


