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HISTORY
HOW DID WE GET HERE?
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ADOPTION OF ELECTRONIC HEALTH RECORDS (EHR)

Photos by National Cancer Institute on 
Unsplash

https://www.healthit.gov/data/quickstats/national-trends-
hospital-and-physician-adoption-electronic-health-records
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https://unsplash.com/@nci?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-sitting-while-using-laptop-computer-and-green-stethoscope-near-NFvdKIhxYlU?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


2016 - RANSOMWARE IN 
HEALTHCARE BEGINS
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2016: HOLLYWOOD PRESBYTERIAN HOSPITAL

https://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
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MAY 2017: WANNACRY - WORLDWIDE

By https://cdn.securelist.com/files/2017/05/wannacry_05.png Downloaded from :https://securelist.com/blog/incidents/78351/wannacry-ransomware-used-in-
widespread-attacks-all-over-the-world/, Fair use, https://en.wikipedia.org/w/index.php?curid=54032765
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MAY 2017: WANNACRY - WORLDWIDE

By https://cdn.securelist.com/files/2017/05/wannacry_05.png Downloaded from :https://securelist.com/blog/incidents/78351/wannacry-ransomware-used-in-
widespread-attacks-all-over-the-world/, Fair use, https://en.wikipedia.org/w/index.php?curid=54032765

Zero Day Vulnerability – SMB shares

…but there were signs that 
SMB shares were dangerous
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WANNACRY – NORTH KOREA (ANIMATION)

Image Courtesy of Wikimedia Commons, created by user Roke
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https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.html
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png


Image Courtesy of Wikimedia Commons, created by user Roke
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Image Courtesy of Wikimedia Commons, created by user Roke
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NORTH KOREAN ACTIVITY NOW!

https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png
https://commons.wikimedia.org/wiki/File:Countries_initially_affected_in_WannaCry_ransomware_attack.png


JUNE 2017: NOTPETYA - WORLDWIDE

https://www.healthcareitnews.com/news/how-princeton-
community-hospital-survived-global-petya-attack

https://www.heritagevalley.org/news/updates-on-the-cyber-
security-incident-at-heritage-valley-health-system/
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JUNE 2017: NOTPETYA - WORLDWIDE

https://www.healthcareitnews.com/news/how-princeton-
community-hospital-survived-global-petya-attack

https://www.heritagevalley.org/news/updates-on-the-cyber-
security-incident-at-heritage-valley-health-system/

Through a Third Party
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WHO ARE THE THREAT ACTORS?
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https://www.fbi.gov/wanted/cyber/gru-hackers-destructive-malware-and-international-cyber-attacks



CRIMINAL 
ACTIVITY AS WELL
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HOW BIG IS 
THE RISK?

?
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Not easy to get 
good Statistics(c) 2024 Armstrong Risk Management



THE ESCALATION OF RANSOMWARE
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THE ESCALATION OF RANSOMWARE

Recovery Time

Low <1 day

Medium 2-7 days

High >1 week

1%
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THE ESCALATION OF RANSOMWARE

https://www.dni.gov/files/CTIIC/documents/products/Ransomware_Attacks_Surge_in_2023.pdf

“In the US, attacks against the 
healthcare sector were up 128 percent, 
with 258 victims in 2023 versus 113 in 
2022.”

More than doubled in the U.S.!
This represents 4% of the 6,120 
Hospitals.

Office of the Director of National Intelligence provided this report:
Ransomware Attacks Surge in 2023; Attacks on Healthcare Sector 
Nearly Double

Photo by Ivan Dražić, at Pexels

4%
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ESCALATION IN RANSOMWARE 2016-2024
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HOW DO THEY DO IT?
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BLACK BASTA RANSOMWARE

• Spear phishing
• BITSAdmin
• Cobalt Strike
• Remote Access Tools

• PSExec
• ScreenConnect
• Remote Desktop

• Powershell
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Activated across all computers, all at once.
• Often at midnight
• Often on the weekend or on a holiday
• It rapidly encrypts pieces of files

Photo by Anne Nygård on Unsplash 

HOW RANSOMWARE IS DEPLOYED

Ransomware is “noisy” – quickly detected!
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https://unsplash.com/@polarmermaid?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/black-and-white-analog-alarm-clock-bGYGmkLlgbA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


• Escalation in number and impact

• Increasing Sophistication

• Incident Response is Complex(c) 2024 Armstrong Risk Management



PATIENT SAFETY
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CYBERSECURITY IS PATIENT 
SAFETY

Cynergistek’s 2018 Report on 
Cybersecurity Findings in Healthcare —
 Impact on Patient Care:

“Increased medical errors as 
downtime procedures are 
initiated on paper, making it 
more difficult to communicate 
changes to the patient’s 
condition or to calculate 
appropriate drug dosages”
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


CYBERSECURITY IS 
PATIENT SAFETY

Cynergistek’s 2018 Report on 
Cybersecurity Findings in 
Healthcare —  Impact on 
Patient Care:

“Increased stress 
on staff operating 
in the more chaotic 
environment.”
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


CYBERSECURITY IS 
PATIENT SAFETY
Cynergistek’s 2018 Report on 
Cybersecurity Findings in 
Healthcare —  Impact on 
Patient Care:

“Increased risk of 
staff  cutting corners 
as they are asked to 
do work in a less 
efficient manner 
which increases 
compliance risks”(c) 2024 Armstrong Risk Management

https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


HEALTH OF THE HOSPITAL

Cynergistek’s 2018 Report on Cybersecurity 
Findings in Healthcare —  Financial Impact:

• Cancelling elective services because 
systems are down which will result in a 
reduction in Revenue

• Increased time lag to get charges 
submitted which will lead to a lag in 
payment having implications on cash 
flow

• Increased unanticipated cost to 
recover from the data incident, provide 
notification to impacted individuals and 
hire external parties to assist
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https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/
https://cynergistek.com/cynergistek-releases-2018-report-on-cybersecurity-findings-in-healthcare/


CONTROVERSIAL QUESTION
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TO PAY OR NOT TO PAY

Photo by Designecologist: https://www.pexels.com/photo/silver-imac-displaying-collage-photos-1779487/
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TO PAY OR NOT TO PAY – THE PROS AND CONS

Photo by Designecologist: https://www.pexels.com/photo/silver-imac-displaying-collage-photos-1779487/

(c) 2024 Armstrong Risk Management



TO PAY OR NOT TO PAY

Photo by Fred Moon on Unsplash 

Photo by Mati Mango on Pexels

Funds
• Criminals
• Terrorism
• Failed States

Possibly Illegal
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https://unsplash.com/@fwed?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-printer-paper-NpBL8eNeWPQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


TO PAY OR NOT TO PAY

Encourages attacks
• On your organization
• On others

Photo by Brock Wegner on Unsplash 
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https://unsplash.com/@isthatbrock?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/man-in-blue-dress-shirt-holding-white-ceramic-mug-o4jSaomEvJk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


TO PAY OR NOT TO PAY

Photo by Chris Liverani on Unsplash 

Does it even work?
• Database corruption
• Out of Synch
• It takes a long time
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https://unsplash.com/@chrisliverani?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/man-holding-black-smartphone-with-flat-screen-monitor-in-front-NDfqqq_7QWM?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Photo by ammar sabaa on Unsplash (c) 2024 Armstrong Risk Management

https://unsplash.com/@ammar_sab3?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-in-black-shirt-standing-on-gray-concrete-floor-jrIrJJpKQlU?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


WAR STORIES

• Who do we call?

• Files out of synch, corrupted

• Paid the ransom – but FAL issue

• Antivirus deleted essential files

• Ransomware + Insider Threat

• Rush to Restore, is it a breach?    /
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WHAT 
PRESURES CAN 
A HACKER PUT 
ON YOUR 
ORGANIZATION 
TO PAY?
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PRESSURES – DATA EXFILTRATION

https://www.bleepingcomputer.com/news/security/list-of-ransomware-that-leaks-victims-stolen-files-if-not-paid/
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PRESSURES - SHAMING

https://www.bbc.com/news/technology-54692120
https://www.malwarebytes.com/blog/news/2023/03/breast-
cancer-photos-published-by-ransomware-gang
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https://www.theregister.com/2024/01/05/swatting_extorion_tactics/

PRESSURES - SWATTING
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WHAT’S 
NEXT?
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WHAT’S NEXT?

Attacks on 
Integrity

YOUR PATIENT FILES HAVE BEEN CHANGED!
We have changed allergies, medications, and 

diagnoses on numerous patients.
Pay us the ransom and we will provide the details 
so you can restore the data and protect the lives 

of patients under your care.
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ATTACKS ON INTEGRITY

• Maintain logs longer

• Monitoring
• Unusual behavior on disk?

• Administrator, privileged, and service accounts

• Work with Clinical teams to develop a 
plan for validating clinical data

Prepare Now – Some Ideas
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WHAT DO WE DO?
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GOOD NEWS!

There has never been 
more information!

www.stopransomware.gov
(c) 2024 Armstrong Risk Management



ACTION PLAN

ASSESS SPRINT MARATHON
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CULTURE
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PEOPLE

Strong Security culture

• People speak up

• Not afraid to admit a mistake
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PEOPLE

Strong Security culture

• People speak up

• Not afraid to admit a mistake

• “Pull that thread!”

• Security Champions

• Be a business person

• Educate the executives
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BUILD YOUR SECURITY CULTURE

• Educate the Executives and Top Management

• Set the Tone from the Top

• Create a Blame Free Culture

• “Security is everyone’s responsibility”

• We all make mistakes and no one will be berated

• Speak up ASAP

• Interactive Security Awareness Training

• Hands on with email, links, shortened urls, etc.

• Skills for online banking and shopping

• Monthly Reminders, Posters, Swag
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PROCESS

(c) 2024 Armstrong Risk Management



DOWNTIME PROCEDURES

Back to Paper
• Paper forms match the EHR
• Solicit feedback on the forms from staff
• How will these forms will be provided?

o Pre-printed supply of forms? 
o Where will they be stored?
o How print as needed?
o Make staff aware of how to obtain the forms
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DOWNTIME PROCEDURES

Returning from Downtime
• Start with paper, finish with 

paper
• New admissions – ensure critical 

data entered ASAP (allergies, 
meds, etc.)

• Enter a note in the patient’s 
medical record that indicates 
that the EHR was down
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INCIDENT RESPONSE PLANNING
• Determine what is Critical

• Create Playbooks

• Decide upon Reporting, Triage, 
escalation procedures

• Educate Staff

• Run Tabletop Exercises (TTX)

• Refine the Plan

• Repeat
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INTENSE TRAINING
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TABLETOP 
EXERCISES

• Key Stakeholders

• Clinicians

• Executives

• Legal

• Exercise the Plans

• Cyber Range

• “Live Fire”

• Other Hospitals!
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RESILIENCE
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H-ISAC
INFORMATION SHARING

• Strategic

• Tactical

• Operational

• Open Source Intel

• Industry Best Practices

• Incident Response

• Defender Resources 

• Media Response(c) 2024 Armstrong Risk Management



PARTNERSHIPS

• InfraGard - Partnership with the FBI

• H-ISAC - Health Information Sharing 
and Analysis Center 

• ASPR TRACIE - Healthcare 
Emergency Preparedness 
Information Gateway

• HIMSS - Healthcare Information and 
Management Systems Society
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https://www.infragard.org/
https://h-isac.org/
https://h-isac.org/
https://asprtracie.hhs.gov/
https://www.himss.org/


THERE IS A PLAN!

”Cyber Safety is Patient Safety”

• Get involved!

• Lots of Resources

• Health Industry Cybersecurity 
Practices (HICP)

• HPH Cybersecurity Framework 
Implementation Guide 
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ACTION PLAN AND DISCUSSION

ASSESS SPRINT

• Security Culture

• Strong Authentication

• Lock down IT Tools and 
Privileged Access

• Incident Preparedness

MARATHON

• Identify Critical Systems

• Assess Risk

• Process Improvement

• Reduce Technical Debt

• Measure and Monitor

• Managed Security Services
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CHECK OUT MY E-BOOK!

WWW.ARMSTRONGRISK.COM
JUSTIN@ARMSTRONGRISK.COM
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http://www.armstrongrisk.com/
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